




Now we will enter into the security aspects of the data of our apps.



On the first issues we talked about before, so now we will talk specifically about GAM.





User_Insert: Insert of a GAM User

User_Update: Update of a GAM User

User_Delete: Delete of a GAM User

User_UpdateRoles: Change of roles of a list of users

User_GetCustomInfo : Get user's information on the server when the GAM Remote login is 

executed. It's executed when the user logs in to the server, and also in the SSO login (when an app 

connects from another tab of the browser, and the session already exists so the user doesn't need 

to login again)

User_SaveCustomInfo : This event is executed on the client when the GAM Remote login is 

successfully finished.

Role_Insert: Insert of a role

Role_Update: Update of a role

Role_Delete: Delete of a role

Repository_Login: GAM User login (any GAM Authentication Types is supported)

Repository_Logout: GAM log out

Application_CheckPermissionFail : Failure of a permission verification.

https://wiki.genexus.com/commwiki/servlet/wiki?25355,GAM+Remote+Authentication+Type,
https://wiki.genexus.com/commwiki/servlet/wiki?25355,GAM+Remote+Authentication+Type,
https://wiki.genexus.com/commwiki/servlet/wiki?16508,GAM+Authentication+Types,


Using GeneXus Access Manager (GAM), your WEB application menu can be defined (dynamically) 

at runtime, based on the GAM Permissions and GAM Roles of the user logged-in.

The end user will view only the Menu options linked to resources associated with the permissions 

that the user may access.

The purpose is to filter the menu options according to the end user's permissions. Here, GAM 

returns the menu structure depending on the permissions of the user so that this structure may be 

loaded at runtime with any User Control.

The menu may be displayed using any User Control. 

See http://wiki.genexus.com/commwiki/servlet/wiki?29743,Howto%3A+Display+a+GAM+Menu+usi

ng+Jscookmenu+UC,

This is an example of getting the menu options for the current user.

http://wiki.genexus.com/commwiki/servlet/wiki?24746,Toc:GeneXus+Access+Manager+(GAM),
http://wiki.genexus.com/commwiki/servlet/wiki?15912,GAM+Permissions,
http://wiki.genexus.com/commwiki/servlet/wiki?17569,GAM+Roles,


https://wiki.genexus.com/commwiki/servlet/wiki?39484,GAM%20Oauth%202.0%20Authentication%20T
ype
The definition of this GAM Authentication Type is the same as any other type of authentication 

already existing in GAM, only that this type of authentication requires detailed configuration of the 

protocol used by the Provider.

At runtime, the operation is similar to the one we already know about Facebook / Google 

authentication, for example. When we select this type of authentication, the login is redirected to the 

Identity Provider configured.

The Login is displayed by the Provider; there, the user enters his/her credentials and then is 

redirected back to the application.

https://wiki.genexus.com/commwiki/servlet/wiki?16508,GAM+Authentication+Types,




In the case of the SD login method, the LoginExternalAdditionalParameters allows to establish the 

Repository GUID to which to connect to. It's useful when there is more than one GAM Repository 

Connection in the connection.gam file on the server. Given a value to the Repository property of 

the &LoginExternalAdditionalParameters parameter, you can establish the connection to use (any 

connection in the connection.gam which refers to this Repository GUID).

https://wiki.genexus.com/commwiki/servlet/wiki?16150,GAM+Repository+Connections,


If you have a multi-company SD app, with GAM; where you have defined more than one repository (one 
per company), to establish which repository to connect to, there is a new way to do it.
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More information: 
https://wiki.genexus.com/commwiki/servlet/wiki?27708,HowTo%3A+Multiple+Repositories+Scenario+in
+an+SD+application,











If you have a multi-company SD app, with GAM; where you have defined more than one repository (one 
per company), to establish which repository to connect to, there is a new way to do it.



We have seen security aspects. Now we will see how to give more power to the analytics of the data, and 
we will also see the changes in BPM.






























