Using the GAM API

Let's remember that APIs are properties and methods provided by GAM for applications to
interact with it, allowing for communication with the GAM database, which is the one
containing users, roles, and so on.

We will consider two new specific requirements for this application:

1. The event's attendees must be able to register at any time, by creating a username
that allows them, among other things, to mark their favorite sessions and access these
sessions' details from any device or computer with an Internet connection (through
the SD or Web application).

If sessions are marked as favorites before the user registers, they will be associated
with the device used for selecting them. But if the user decides to register at that same
moment, the favorite sessions stored in the device will be associated with the new
user, with no need for him/her to do anything else.

2. Only authorized users can view and run CRUD operations from the device itself. For
example, for Speakers. In sum, it must be possible to associate special roles with
special users.

In addition, we want the application to be secure: that is to say, business components exposed
as REST services (and the other services) can only be run through the application.

To achieve this, we will enable the authentication feature at the main object level (and in this
way it will be inherited by all the objects referenced by it). In addition, to make it possible for
the user to access it without logging in, we will enable self-registration as anonymous user.

To do so, we open the EventDay dashboard and set the Auto-register Anonymous User
property to True.

- Integrated Security
Integrated Security Level Authentication
Show Logout Button True

Auto-register Anonymous User  True

This will create a user in the GAM database, and its identifier will be the device identifier. It will
be transparent for the user, who will think he isn't logged in when in fact he is logged in as
anonymous user. Therefore, all favorites marked in this way will be associated with the user's
device. To achieve this functionality, as well as to allow non-anonymous users to mark
favorites, the FavoriteSessions transaction must be updated.

Before applying the GAM, since we didn't have information about users, favorite sessions had
to be associated with the users' devices.

When we open the FavoriteSessions transaction we see that its primary key is a compound key
made up by the Deviceld and Sessionld attributes. That is to say, the list of favorites will
depend on each device, and it will be different for each device.
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Mame Type
|

[=}+z] FavoriteSessions FawvoriteSessions
- @ Deviceld VarChar(123)
- @ SessionId Id
- @ GessionMame Mame
- @ SessionInitiaTime DateTime
- fa SessionSpeakers Character(200)
- @ Roomlmage Image

Description
Fawvorite Sessions
Device Id

Seszion Id

Session Mame
Session Initial Time
Session Speakers
Room Image

But now we don't want favorites to depend on the device used, but on the user. In this way, if
a user has marked certain sessions as favorites in his device, he should be able to view them
from the Event's web application.

To do so, first we change the structure of the FavoriteSessions transaction by replacing the
Deviceld attribute with a Userld attribute, of GAMGUID type, in order to be able to use the
GAM user identifier.

|'Name | Type | Description

FavoriteSessions Favorite Sessions

 GAMGLIID B3} User 1d
Ll

ess10n 1d

¢ SessionMame Mame Session Mame

¢ SessionInitiaTime DateTime Session Initial Time
ﬁs SessionSpeakers Character{200) Session Speakers
. RoomImage Image Room Image

When a session is marked as favorite, the user's ID must be used as part of the key that
identifies it. To achieve this, we will use the GAM API to retrieve the logged-in user identifier,
and then we will use this value to store favorite sessions.

Remember that APIs are located in the GAMLibrary folder.

EH Root Module
= Commondpi
| ContextManagement
1 BEventTwitter
1 GAM_Examples

i GAM_Library o,

1 General\wish

1 GuSynchronization

| FanelssD
1 ProcsDP

The GAMUser external object will allow us to use the methods available and obtain, among
other things, the associated user's roles.

Next, we open the Patterns tab and select Work With for Smart Devices. Also, we open the List
node and select Grid1. In its conditions we enter: Userld = GAMUser.Getld(); so that only the
favorite sessions corresponding to the logged-in user are displayed, and save.

Now we open WorkWithDevicesSession and select Section(General). In the events, we look for
the “SessionFavorite” event. To know if a session is a favorite or to set it as a favorite, the
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necessary interaction with the database is performed by the methods IsFavoriteSession and
SetFavoriteSession, respectively.

iiF] Ewvent 'SessionFavorite'

ﬁ Conposite
i EIzFavoriteSession IsFavDriteSessiDgiSessinnId]
= If &IzFavoriteSe=zzsiol
ButtonFavorite.Cla=s=s = 'Button.FavoriteDi=sabled'
i el=e

ButtonFavorite.Class 'Button.FavoriteEnabled'

= endif
SetFavoriteSezszion( SessionlId )
Eefresh

= endconposite

- Endewvent

First, we open the SetFavoriteSession session.

EClientInformationID = ClientInformation.Id
tFavoriteSesszions.Load (8ClientInformationID, &SessionlD)
Eif &FavoriteSessions.Fail()
&FavoriteSezssions = newl()
&FavoriteSessions.Deviceld = &ClientInformationID
tFavoriteSes=sion=.5e=2=sionId = &£5es=sionlD
tFavoriteSez=zsions.5ave ()
else
tFavoriteSes=zions=s.Delete ()
- endif
commit

In the first line, the ClientInformation APl is used to retrieve the Smart Device ID.

We will replace this line with a call to the GAM API to retrieve the logged-in user ID. We type:
¢UserTd = GAMUser.GetId(). Next, we right-click on the &Userld variable and select Add
Variable.

We replace Clientinformationld with Userld... and save.
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zerld = GAMOser.GetId ()

avoriteSessions.Load (EU=serld, &5essionlD)

[aT]
)
1}
t

t

1
o]
I
Ll
L}

L}

i
Ll

voriteSessions. Faill()

voriteSessions = new()

UL L LESCESS LIS

[a1]

voriteSessions.Userld = &Userld

voriteSessions.5essionld = &5es=sionlD

(=R TR TR - SR |

| by b

AU TR ]

voriteSessions. S5ave ()
gel=e
FavoriteSessions.Delete ()

-endif

commit

We open the IsFavoriteSession method.

E-EﬂdfﬂI

And edit the line where Clientinformationld is loaded and the Where line, entering Userld
instead of ClientInformationld. We save...
avorite = false
E0zerld = GAMO=zer.GetId()
-] for each FavoriteSessions

where UserId = 5?32::;
| &IsFavorite = True
L endfor

Now we add a button to the dashboard to invoke the login SD panel that was built by the GAM
and contains an option to register.

We open the EventDay dashboard, click on Items, right-click and select Add/Action. Next, we
select the GAMSDLogin SD panel and in its properties we select the tab_login image.

¥ Add-in Manager X StartF‘age x Speaker x %Na\:igation‘uﬁeﬁ x EE\JentDa= K 2 Properties
EH Dashboard

EH Items - - Action: Action (GAMSDLogin)
% Action (Sessions) Name GAMSDLogin
Action (Speakers) Description Login
ER Action (Explore) Image tab_login
ER Action (EventTweets) Class DashboardOption

@ Action [FavoriteSessions)
ER} Action [Restaurants)
ED} Action (GAMSDLogin)

We press F5 to see how it works.
The FavoriteSessions table will be reorganized. We click on Reorganize.
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Database needs to be reorganized.

This report describes Database changes and how they will be handled by reorganization programs.
Flease select Reorganize to proceed or Cancel.

|*’“‘ Reorganize | | Cancsl |
Pattem: Table FavoriteSessions specification
Table name: FavoriteSessions
= Favorite Sessions - - -
- FavoriteSessions is new
Table Structure
Attribute Definition Previous values Take
# Userid Character (40)Not null
# Sessionld Mumeric ()Mot null
Indexes
Name Definition C

IFAVORITESESSIONS

IFAVORITESESSIONS1

Foreign key constraints

primary key Clustered

duplicate

Referenced table
Session

Statements

Attributes
Sessionld

CREATE TABLE [FavoriteSessions] |
[UserId] CHAR(40)

[Ses=ionId] INT NOT NULL

We open the Android emulator and run the application. Because we haven't logged in, we

access the application as an anonymous user.

HOT NULL

PRIMARY KEY { [UserId], [SessionId] })

Now we open Sessions, select the first session, and mark it as favorite.

il @ 11:58

GeneXus and the techno...

General

GeneXus and the technology context

9/29/14  (D815AM D)

Smart Devices, Windows 8, GeneXus X
Evolution 2 and GeneXus Tilo. Questions,
answers and overview.

We open the list of sessions again, select the second one and also mark it as favorite.
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% @ 11:59

Introduction to BPM in G...

General Speakers

ntroduction te BPM in GeneXus

0/20/14  (©10:00 AM ®

Presentation of the version GXflow X
Evolution 2 that allows developing
applications based on Workflow & BPM.
Ideal for those who have no knowledge
about these tools.

We open the dashboard and select Favorites. As we can see, the two sessions we marked are
now displayed as favorites.

%l ta 12:00

FavoriteSessions Q, Y
9/29/14
Technical, General Interest @

GeneXus and the technology

context
®
BPM @

Introduction to BPM in GeneXus

We return to the dashboard, select Login, click on the three dots, choose Register and log in.
We enter the user “jsmith”, name “John” and last name “Smith”; his email is
ismith@example.com. The password is “jsmith123”, reenter “jsmith123” and confirm.

If we return to the Favorites, we see that the same sessions are selected, because they were
automatically assigned from the anonymous user to user “jsmith”.

We return to the dashboard, press the Menu button and select Logout.
Now we tap on Login and enter the user “admin”, password “admin123”.

If we go to Favorites, we see that the admin user doesn't have any favorites, because from
now on the favorite sessions will depend on the user logged into the application, not on the
device being used to run it.
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%l & 9:53

Favorite Sessions QP

You don't have any
favorites yet

Now we want to implement the second requirement.

We've mentioned that we wanted to separate the operations that users could perform in the
EventDay application according to their roles, in order to identify those operations
corresponding to the mobile backend.

Suppose that we want the information about speakers to be changed only by the event's
organizers. To do so, we will create a special role for the organizers, so that users who don't
have that role will not be able to perform CRUD operations (Create, Update, Delete) in the
Speakers screen.

Any user can enter the system, but not everyone will be able to access the options to insert,
update or delete speakers. In order to perform these operations, users must log in with an
event organizer profile.

We will begin by creating the organizers role and a user with that role.
To do so, we run the backend provided by the GAM.

In GeneXus, we open View and select Show QR Codes. We expand the links section and select
GAMHome. We log in with username “admin” and password “admin123”.
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« User must be authenticated. (GAM104)

Email or name
admin

Password

Keep me logged in

FORGOT PASSWORD?

We select the “Roles” option and see that the “Unknown” and “Administrator” roles are
available. These roles were automatically created when we enabled the GAM:

Roles
Name
External Id

Update Roles Permissions Save as Delete Name
& = = x Unknown

& ~ L x Administrator

We will create a new role called EventOrganizer, so we click on Add, enter the name
EventOrganizer and the description “Event Organizer”. We Confirm.

Roles

Hame
External Id

Update Roles Permissions Save as Delete Name

= x Unknown
p o = x Administrator
P o - X EventOrganizer

Now we will edit the users. To do so, we open the Users option.
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Users
Login Name

First or Last Name

Email

Gender {Mane) v

Authentication Type (AL} -

Update Roles Password Delete Authentication Name First Name Last Name

o Anonymous

& o x local admin Administrator User

The anonymous and admin users were automatically created. The admin user was based on
the administrator role. Now we will create user pjones with the role EventOrganizer.

We select “Add” and define some details of our new user. The user is pjones, his email is
pjones@example.com, his name is Peter and his last name is Jones.

The password will be “pjones123” and we confirm it: “pjones123”.

Let's now associate it with the new role. We click on the Role option and select
EventOrganizer.

Users
Login Name
First or Last Name

Email
Gender (Mone) v
Authentication Type (AlLy v

Update Roles Password Delete Authentication Name First Name Last Name

Anonymous
F S x local admin Administrator User

r i x local jones Peter Jones

To assign permissions to certain operations in Speakers, we have to increase the security level
of the Speaker Business Component so that it not only requires authentication, but also
authorization. So, we open the Speaker transaction and assign the Authorization value to the
Integrated Security Level property .

We Rebuild All and press F5...

We click on the GAMHome link and log in with username “admin” and password “admin123”.
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We select Roles and in the EventOrganizer role we click on Permissions. We select the
EventDay application (note that the SD application has the same name as the dashboard) and
then click on Add Permission.

Roles
Name
External Id

Update Roles Permissions Save as Delete Name

yd ag) @ - x Unknown
4 & 9 - x Administrator
2 & @ - x

Application permission select to role

Role: EventOrganizer
Application: EventDay

Name
Default access type (Mone) M
Is Inherited? Al ¥
(o
Select Permission name Description Access type
is_gam administrator GAM Administrator Allow v
Speaker Delete Allow v
5 - 5 Allow v
speaker FullControl 5 Allow v
speaker Insert S Allow v
5 e Allow v
5 - Sel Allow v
rd 5 Sel Allow v
Speaker Se Allow v
5 vices Speaker Services Update Allow A
speaker Update Speaker Update Allow v

Note that permissions are only related to the Speakers object, because it was the only object
whose security level was set to Authorization.

We select speaker_Services_FullControl and click on Save changes.

In this way, this role will now have permissions to run, insert, update and delete objects in the
application.

Roles
Name
External Id

Update Roles Permissions Save as Delete Name

& ug,z =] - x Unknown
V4 @ (-] - b9 Administrator
2 & 9 - x

Role " s permissions

Role: EventOrganizer

Application: | EventDay v

Name
Access type (Hone) v
Is Inherited? Al v
Add Permission Save changes Back
Revoke Permission name Description Access Type Inherited
b4 Speaker S Delete Allow v &
x s_Execute Allowr v ¥
x ullControl Allowr v
b4 Allow v | &
b4 Allow v &
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If we want this role to have the same permissions in the web application, we need to do the
same for it.

We open Work With Speakers.

The idea is to change this object so that it takes the logged in user role into account. Therefore,
if the role is “EventOrganizer” the Insert, Update and Delete buttons must be displayed;
otherwise, these buttons will be hidden.

We select the List node and create the Start event. To identify the role we will use the GAM's
GAMuser API. Among the methods of the GAMUser external object we will use one that
returns the associated user's roles.

We will create a variable called &GAMUser in the Work With Speakers object, whose GAMUser
data type matches this external object. In this way, its structure will match the external object
properties, and all the methods to work with its information will be available.

Ehﬁ Properties
f GUID GAMGUID [ User GUID (Identificator)
ﬁ' MameSpace GAMRepositoryMNameSpace [] User name space
ﬁ AuthenticationTypeMame GAMAuthenticationType. .. O Authentication type name
f Mame GAMUserIdentification O User name (nick name)
ﬁ_"' Login GAMUserLogin |:| Login
. EMail GAMEMail | Email
ﬁz Externalld GAMUserIdentification [] External identification
ﬁ) Password GAMPassword O Password
f FirstName GAMDescriptionShort |:| First name
ﬁ_"' LastMame GAMDescriptionShort |:| Last name
25 Birthday GAMDate | Birthday
f Gender GAMUserGender O Gender
ﬁ) URLImage GAMURL |:| URL image
- URLProfile GAMURL [] URL profile
ﬁ_"' Phone GAMAddress O Phone
E Address GAMAddress H Address
- Address2 GAMAddress O Address 2

In the Start event we start this &GAMUser variable with the data returned by the Get()
method of the API. In this way, we obtain all of the logged-in user's details (GUID, Name,
Password, etc.)

When creating a variable of external object data type, we will be creating a variable with a
certain structure. Also, we will have to use the Get method in order to retrieve the user
instance in memory and thus access the properties and methods of the user created.

Event Start

EAMIzer = GAMU=ser.Get ()

More specifically, we will be able to obtain all the user's roles with the GetAllRoles method,
which will return a collection of elements of GAMRole type that is also an external object. The
GAMRole type has a property called Name, corresponding to the role's name.

Even though in our case each user has only one associated role, in the future they could have
more roles. So, we will have to run through this collection of roles to look for the role called
“EventOrganizer” that we're interested in.

We will create two new variables:
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e &GAMRole: of GAMRole data type, to run through the roles in that collection.

e A Boolean variable called &isEventOrganizer to find out if the role we're interested in
exists.

We type: For the &GAMRole variable in &Gamuser.GetAllRoles.... between brackets we need
to indicate a variable to save the potential errors that could happen. We type &Errors, right-
click and select Add Variable...

We create the &Errors variable of GAMError data type, and set it as a collection.

Next, we type what we want to do with each role of that collection. In sum, we want to know if
their name is “EventOrganizer”, and in that case we will not want to iterate any more.

We close with Endfor.

Event S5tart
tEAMI=zer = GAMUOser.Get ()
for &GAMEole in &GAMUOser . .GethAllBRoles (EGAmMError
tizEventOrganizer = False
If aGAMEole .Name = 'EventOrganizer'
tisEventOrganizer = True
Exit
endif
endfor
L:deve:t

If the user has the “EventOrganizer” role, we show the Insert button; otherwise, we hide it.

Event S5tart

tGAMI=zer = GAMUser.Get ()

for &GAMEole in &GAMU=ser.GetAllRoles (aGEAmError
tisEven 4] =r = Fals=e
If 'EventCrganizer’

nizer = True

endif

endfor

ILf &isEventOrganizer
ButtonInsert.Vi=sible = 1

else
ButtonInsert.Visible = 0

endif

Endewvent

Now we select the Start event code, copy it, go to Section(General) and paste it in the event
window. We also copy the variables of the List node to Section(General).

Next, we change the part related to showing and hiding buttons in order to make reference to
the Update and Delete buttons.
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r.GetAllRoles (EGAMError)
False

'EventOrganizer’
Organizer = True

ButtonUpdate . Visible = 1
ButtonDelete.Visible = 1

else
ButtonUpdate.Visible = 0
ButtonDelete.Vi=sible = 0

endif

Endevent

Let's see what we have done at runtime.
We press F5...
Open the Android emulator and run the application.

When we return to the dashboard, we press the Menu button and select Logout.

Logout fe———

Now we log in with user “jsmith”. Remember that “jsmith” is a regular user, not an event
organizer. In the dashboard, we tap on the Speakers icon.

We see that the list of speakers doesn't show the Insert option.
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Cimas, Alejandro

Fernandez, Gonzalo

We select a speaker and see that the buttons to update or delete the speaker aren't displayed
either.

Alejandro Blengio

General Session

Now we will enter the system with a user who has EventOrganizer permissions. We open the
dashboard and log out.

We tap on the Login icon.
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Explore

Login

We log in with username “pjones” and password “pjones123”. Remember that user “pjones”
was assigned the “EventOrganizer” role.

%l wa 9:48
('8% Login CHANGE PASSWORD
User

pjones

234567890

@ # S % & - +/()

? €&

In the dashboard we select Speakers.

In the Work With Speakers screen, the three dots are displayed in the top right corner; we tap
and the option to insert a new speaker is displayed.
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8X Speakers Q

Filter and Order

Insert

, Armando

Cimas, Alejandro

ernandez, Gonzalo

Alejandro Blengio

General Session

-

Blengio, Alejandro

In this video we have talked about the possibility of accessing the GAM APIs at runtime in
order to access the profile data of users logged into the system and restrict their access to
certain operations, depending on their roles.

In this case, we have coded changes to the interface by hiding or showing buttons depending
on the user's permissions, which we obtained thanks to the GAM APIs. In addition, by applying
the GAM we have ensured that no one can access the REST services in the web server without
authentication, even if they have their URL.

You can find more information about the methods and properties of the GAM APl in this link:

http://wiki.genexus.com/commwiki/serviet/hwikibypageid?16535
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